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NHOOPMALIMOHHAA MAMATKA A/1A OBYHAKOLWNXCA

C KaxkabIM rogom MOJIOAEKM B MHTEPHETE CTaHOBUTLCA H6OMbLUE, @ LUKObHUKM O4HU U3 CaMblIX
aKTMBHbIX NO/Ib30BaTeNel PyHeTa. Mexay Tem, MOMUMO OFPOMHOTO KOJIMYECTBa BO3MOMKHOCTEN,
WMHTEpPHEeT HeceT 1 Npobsiembl. ITa NaMATKA A0/1KHA NOMOYb Tebe 6e30nacHO HaxoAMUTbLCA B CETU.

KomnbloTepHble BUpPYCbI
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KomnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrPamMm,
OT/INYNTEJIbHOM 0COBEHHOCTBIO KOTOPOM ABAAETCA CNOCOOHOCTb K Pa3sMHOXKeHUI0. B gonosiHeHMe K
3TOMY, BUPYCbl MOTYT NOBPEAUTb UAU MONHOCTbIO YHUUTOXKUTb BCe daliNbl U AaHHble, NOAKOHTPObHbIE
Nno/1b30BaTesto, OT UMEHM KOTOPOro bbina 3anyLleHa 3apaskeHHaa NporpaMmma, a TakKe noBpeanTb Uan
OaXKe YHUUTOXUTb ONepauMOoHHY0 cucTemMy co Bcemu dannamm B Lesom. B 60ablUMHCTBE cyyvaes

PacnpoCTPaHATCA BUPYCbl YEPE3 UHTEPHET.
MeToApl 3alWMTbl OT BPEAOHOCHbIX MPOrPamm:

1. icnonb3yit coBpemeHHble onepaLmoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLLUTbI OT
BPEAOHOCHbIX MPOrPamm;

2. NocTosiHHO ycTaHaBAUBaW NauT (LMdpoBble 3anaaTKM, KOTOPble aBTOMATUYECKU YCTaHABIMBAOTCA C
Lenblo AopaboTKM Nporpammsl) U Apyrve 06HOBNEHUA CBOEW ONepPaLMOHHON cucTembl. CKaumBai ux
TONbKO € 0pULMaNbHOro caiTa paspabotunka OC. Ecam cywecTsyeT perKMm aBTOMATUYECKOrO
0bOHOB/IEHUSA, BKNIOYM €rO0;

3. PaboTait Ha cBOeM KOMMblOTEpE Mo, NPaBaMu NOJIb30BaATENA, @ HE AAMUHUCTPATOPA. ITO He
NO3BO/IUT 6ONBLUMHCTBY BPEAOHOCHbIX MPOrPaMm MHCTaIIMPOBaTbCA Ha TBOEM MEPCOHA/IbHOM
KOMNblOTEPE;

4. Micnonb3yit aHTUBUPYCHbIE NPOrPaMMHble NPOAYKTbI U3BECTHbIX NPON3BOAMTENEN, C aBTOMATUUYECKMM
obHoBNeHnem b6a3s;

5. OrpaHuyb GpU3MUECKniA OCTYN K KOMNbIOTEPY A/1A NOCTOPOHHUX NNLL;

6. Micnonb3yit BHeLWHME HocuTenn nHGopMaUuK, Takue Kak dpneLlka, AUCK uamn Gaiin U3 HTepHeTa,
TO/IbKO M3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKpbIBai KOMMNbloTepHble aitibl, NoSyYeHHbIe N3 HEHAZEKHbIX UCTOYHMKOB. [axe Te dpalinsbl,
KOTOpble Npucaan TBOM 3HaKOMbI. Jlydylue yTOYHM Yy HEro, OTNPaB/AAA N OH Tebe ux.

Cetn WI-FI



Wi-Fi - 370 He BMA nepenayvn AaHHbIX, HE TEXHOIOTUA, @ BCETO
Nnwb 6peHa, mapKa. Ewe B 1991 roay HUAepnaHACKan KoMnaHuAa 3apernctpuposana bpeHa "WECA",
4yTo 0603Ha4ano cnosocovetaHme "Wireless Fidelity", koTopbiit nepeBogmuTca Kak "becnposBogHas
TOYHOCTL".

[o Halwero BpemeHu gowna apyraa abbpesratypa, KOTOpas ABAAETCA TaKOM Xe TexHoNormemn. 1o
abbpesunatypa "Wi-Fi". Takoe HasBaHWe BblSI0 A4aHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOM TEXHUKMU
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKasA TOYHOCTL".

[a, 6ecnnaTHbIi MHTEPHET-A0CTYN B Kade, OTeNsAX U a3ponopTax ABAAETCA OTANYHON BO3MOMKHOCTbIO
BbIXOJa B UHTEpHEeT. Ho MHOrMe sKCnepTbl CYNTaIOT, YTo 0bLeaocTynHble Wi-Fi ceTn He siBastoTca
6e3onacHbIMMU.

CoBeTbl No 6be3onacHocTH paboTbl B 06WweaocTynHbix cetax Wi-fi:

1. He nepeaaBsait CBOIO NMYHYIO MHPOpPMaLMIO Yepes obleaoctynHblie Wi-Fi cetn. PaboTas B HuX,
YKenaTesibHO He BBOAMTb NapoJ/iM AOCTYyNa, JIOTUHbI U KAaKMe-TO HOMepa;

2. cnonb3ayi 1 06HOBAA aHTUBUPYCHbIE NPorpammbl U bpaHamayep. Tem cambim Tbl 06e3onacuilb
cebA OT 3aKauykuM BUpYyCca Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonbsosaHun Wi-Fi otknatoum pyHkumio "Obwmn goctyn K dpaiam n npuHtepam”. [JaHHanA
bYHKUMA 3aKpbITa MO YMOIYAHUIO, O4HAKO HEKOTOpPbIe N0J/Ib30BaTe/IN aKTUBUPYIOT ee AnA yaobcTBa
MCNONb30BaHWUA B paboTe nnun yyebe;

4. He ncnonb3yi nybamyHoin WI-Fl gna nepegaymn ANYHbIX AaHHbIX, HAaNnpUmep 1A BbiIxo4a B
counanbHble CETU UK B SIEKTPOHHYIO MOYTY;

5. Vicnonb3yi TonbKo 3almuieHHoe coeamHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAMN UMeHHO "https://";

6. B mobunbHOM TenedpoHe oTkAtouM GyHKUMIO "MoakntoueHme K Wi-Fi aBTomaTnyeckun'. He gonyckai
aBTOMATUYECKOTO NOAK/OYEHUA yCTpoincTea K ceTam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

ol 98 D [“2 % CoLmanbHble CETU aKTUBHO BXOAAT B HaLlly ¥W3Hb, MHOTMe Ntoan paboTatoT 1
YKUBYT Tam NOCTOAHHO, a B Facebook y:ke 3aperncTpmMpoBaH muaanapa, 4enoBeK, YTo ABNAETCA OA4HOM
ceibMoW Bcex Xuteneit naaHeTbl. MHOrMe Nosib3oBaTenun He MOHMMALOT, YTo MHbOopMaL s,
pa3MelLleHHaa MU B COLMabHbIX CETAX, MOXET BbITb HaliAeHa M UCNOb30BaHa Kem YroaHo, B TOM
yncne He obA3aTeNbHO ¢ BaarMmm HamepeHUaAMN.



OcHOBHble coBeTbl N0 6€30MacHOCTM B COLMANbHbIX CETAX:
1. OrpaHunyb cnucok apysen. Y Tebs B Apy3baxX HE AONXKHO ObITb CyYaMHbIX U HE3HAKOMbIX Nt0Ael;

2. 3aWmLalt CBO YacCTHYIO XMU3Hb. He yKasbiBai Napoau, TenedoHsbl, agpeca, AaTy TBOEro POXKAEHWA U
OPYTYIO0 IMYHY0 MHGOPMALMIO. 3/10YMbILIEHHUKM MOTYT UCMOJ/Ib30BaTh AaxKe MHOPMaUUIo O TOM, Kak
Tbl ¥ TBOW POAUTENN NJAHUPYETE NPOBECTU KaHUKYbI;

3. 3awmLal cBoto penyTaumio - AepPKM ee B YUCTOTe M 3aaaBal cebe Bonpoc: xoTen 6bl Tbl, YTOObI
Apyrve noib3oBaTenn BUAENU, YTO Thbl 3arpyxaelub? Noaymal, npexae 4yem 4To-To onyb1MKoBaTh,
HanucaTb U 3arpy3unTb;

4. Ecnu Tbl roBOPULLb C 10A4bMMU, KOTOPbIX HE 3Haellb, HE UCMO/b3YI CBOE peasbHOE UMS U APYIYIO
JINYHYI0 MHPOPMALMN: MMSA, MECTO KUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. M36erait pasmeleHunn doTtorpaduin B MHTepHeTe, rae Tol N306pakeH Ha MECTHOCTM, MO KOTOPOA
MOXHO onpeaennTb TBOEe MECTOMONOMKEHMNE;

6. Mpu perncTpaumm B counanbHoOM ceTn HeobXoAMMO UCMONb30BaATb C/I0XKHbIE MAPO0/M, COCToALLME U3
6YKB U LMP U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. O0na coumanbHOM CeTH, NoYTbl M APYrMX CaiTOB HEOBXOAMMO UCMO/b30BaTh pasHble napoau. Toraa
ecnu Teba B3/10MalOT, TO 3/10YMbILLEHHUKM NOAYYaT AOCTYN TONbKO K 0AHOMY MECTY, a He BO BCe cpasy.

3/'IeKTpOHHbIe AeHbrn
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DNEKTPOHHbIE AEHbIM - 3TO 04eHb YA06HbIN cnocob nnaTexen, 0oaHAKO
CYLLECTBYIOT MOLIEHHWUKM, KOTOPbIE XOTAT NONYUUTb 3TU AEHbIN.

3ﬂeKTpOHHbIe AeHbrn noasnAnNCb coecem HeaBHO U UMEHHO U3-3a 3TON0 BO MHOIMX rocygapcreax Ao
CnX NOpP HE NPONNCAHO NPO HMNX B 3aKOHaX.

B Poccum ke OHM GYHKLMOHUPYIOT M O HUX Y3Ke MPOMUCaHO B 3aKOHE, rae UX pPasgensioT Ha HECKO/IbKO
BMA0B - aHOHWMHbIE U HE aHOHMMHbIE. PasHMLA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspeLlaeTca NPOBOANUTL onepaunm 6e3 naeHTMdUKaLMmn NoAb30BaTeNs, @ B HEAHOHMMHbBIX
naeHTMdMKaLma nonb3osaTena asadaeTca 0b6s3atelbHOM.

Tak:Ke cneayeT pa3MuaTh 31EKTPOHHbIE GUaTHbIE AeHbMM (PaBHbI FOCYAaPCTBEHHBIM BaslOTam) v
3N1EKTPOHHble HedUaTHble AeHbIM (He paBHbI FOCYAaPCTBEHHbIM Ba/lOTam).

OcHoBHble coBeTbl No 6e30nacHoin paboTe € 3/IeKTPOHHbIMU AeHbraMu:

1. MpUBAKM K CHETY MOBUNbHBIN TenedoH. ITO camblh YyA0OHbIN 1 BbICTPbIN cnocob BOCCTaHOBUTb
[0CTynN K cyeTy. MpuBsa3aHHbIN TesledOoH NOMONKET, ecn 3abyaellb CBOM NAaTeXHbIM Napoab UK
3ali4ellb Ha CalT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yii ogHopasoBble napoau. MNocne nepexona Ha yCUIEHHYIO aBTopm3aumio Tebe yke He byaert
YrpOXKaTb ONACHOCTb KPaXKM WM NepexsaTa NAaTeKHOro Napos;

3. Bbibepu cnoxkHbI Napob. MpectynHMKam 6yaeT He NPOCTO yragaTth CI0XKHbIN Napoab. HaaexHble
Napoau - 3TO NapOAK, KOTOPbIE COAEPIKAT HE MeHee 8 3HAKOB M BK/1OYAtOT B cebs CTpoYHble U



nponucHble 6yKBbl, LM PbI U HECKONIbKO CUMBO/I0B, TaKME KaK 3HaK Aonnapa, ¢yHTa, BOCKANLATENbHbI
3HaK u T.n. Hanpumep, !;;

4. He BBOAW CBOMU NNYHbIE AaHHbIE Ha caﬁTax, KOTOpPbIM HE AOBEpPAELUb.

DNIeKTPOHHaA noyTa
« 3

b “pambnep

~-e INEKTPOHHAA MOYTA - 3TO TEXHOIOTUA N NPefoCcTaBAAEMbIE €10 YCIYIU NO
nepecblsiKke U NOJlYYEHUIO 3NEKTPOHHbIX COOBLLLEHWI, KOTOPbIE pPacnpeaenAtoTCA B KOMMNbIOTEPHOM CETU.
O6bIY4HO 3/1EKTPOHHbBIN NOYTOBBIV ALLMK BbIFNAAUT ciedytowum obpasom:
UMA_NoNb30BaTena@uma_aomeHa. Takke Kpome nepegaym NpocToro TEKCTa, UMeeTCa BO3MOXKHOCTb

nepeaasaTb ¢panbl.
OcHoBHble coBeTbl No 6e3onacHoi paboTe ¢ 3/IEKTPOHHOM NOYTON:

1. Hapgo BbI6paTh NPaBU/IbHbIN NOYTOBLIN CEPBUC. B MHTEPHETE eCTb OMPOMHbIIM BbIGOP HECnNaTHbIX
MOYTOBbIX CEPBMUCOB, OAHAKO /ydlle AOBEPATb TEM, KOFO 3HaEllb U KTO MepBblii B PEUTUHTE;

2. He yKasblBait B IMYHOI NoyTe AMYHyo MHbopmaumio. Hanpumep, nyduie BbiI6paTth
"My3bIKasibHbI_daHaT@" nam "pok2013" BmecTo "Temall";

3. Ucnonb3yi ABYX3TanHy0 aBTOpPM3aLUmto. 3TO KOrga NOMMMO Naposis HY>KHO BBOAUTb KOA,
npucoliaemslii no SMS;

4. Bbibepu C/1I0XKHbIN Napo/ib. A KaxKA0ro NoyYToBOro AWMKa A01KeH ObiTb CBOM HaZeXKHbIN,
YCTOMYMBbLIM K B3IOMY NapO/ib;

5. Ec/iv eCcTb BO3MOKHOCTb HanmcaTb CAaMOMY CBOM JIMYHbIM BOMPOC, UCNO/b3YIM 3TY BO3MOXKHOCTb;

6. Micnonb3yi HECKO/IbKO NOYTOBbIX ALLMKOB. MNepBblit AN YacTHOW Nepennckun c aapecataMm, KOTOpPbIM
Tbl AOBEpsAellb. ITO 3/IEKTPOHHbIN afApec He HaZ0 UCNO/Ib30BaTb NPU pPerncTpaumm Ha ¢opymax u
caunTax;

7. He oTKpbIBait dainbl v Apyrve BAOKEHUA B MMCbMAX, AAXKe €C/IU OHWU MPULLIN OT TBOMX ApYy3eii.
JNlyylwe yToUHM y HUX, OTNPABAAAN N OHU Tebe 3Tn daiinbl;

8. Mocne oKoHYaHMA pPaboTbl Ha MOYTOBOM CepBuce Nepes 3aKpbiTUeM BKIaAKM C caliToM He 3abyab
HaXaTb Ha "BbiTn".

KnbepbynnuHr nam sBupTyanbHoe U3aeBaTenbCTBo
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KnbepbynnuHr - npecnesoBaHne coobLLEHNAMM, COLEPKALLMMMU OCKOPOAEHUS,
arpeccwvto, 3anyrMBaHue; XyJIMraHCTBO; COLMaIbHOE BOMKOTUPOBAHUE C MOMOLLLIO PA3/IMYHBIX MHTEPHET-
CEepBM1COoB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbynnMHrom:



1. He 6pocalics B 60W. Jlyuwinii cnocob: NnocoBeToBaTbCA Kak cebs BECTU U, EC/IM HET TOTo, K KoMy
MOKHO 06paTUTbCA, TO BHaYae yCnoKoMTbeA. ECAM Tbl HAYHeLWb OTBEYATb OCKOPOAEHUAMM HA
0CKOop6/1eHMA, TO TONbKO elle 6oblie pa3oKKelb KOHDAUKT;

2. YnpaBnan cBoen Knbeppenytaumnen;

3. AHOHMMHOCTb B CETM MHUMaA. CYLLI,eCTBy}OT cnocobbl BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM
dKKayHTOM;

4. He CTOWUT BECTU Xy/IMFaHCKMIA 06pa3 BUPTYaNbHOWM KU3HU. UHTepHET GpUKCMpyeT BCce TBOU AEWCTBUA U
CoXpaHseT ux. YaanuTb ux byaert KpaiHe 3aTpyaAHUTENBHO;

5. Cobntopaii CBOKO BUPTYaNbHYHO YECTb CMOJIOAY;

6. MITHOpPMpPYI eguHUYHBIN HeraTuB. O4HOPa30Bble OCKOPOUTENbHbIE COOBLLEHMA NyYLlle UTHOPUPOBATD.
O6bIYHO arpeccusa NpeKpaLLaeTcs Ha HavabHOW CTaamu;

7. baH arpeccopa. B nporpammax ob6meHa MrHOBeHHbIMW COOBLLEHUAMM, B COLMANbHBIX CETAX eCTb
BO3MOHOCTb B/TOKMPOBKM OTNPABKN COOBLLEHMI C ONpeaesieHHbIX aflpecos;

8. Ecnun Tbl cBUAaeTenb KubepbynnuHra. Teou AeicTemA: BbICTYNUTb MPOTUB Npec/ieoBaTena, NokasaTth
eMy, YTO ero AenCTBMA OLUEHUBAIOTCA HEraTUBHO, MNOAAEPKaTb KepPTBY, KOTOPOM HY>KHa
NCUXONOTNYECKas MOMOLLLb, COOBLLMTL B3POC/bIM O GpaKTe arpecCMBHOroO NOBeAEHMA B CETU.

MobunbHbIl TenedoH

CoBpemeHHble cMapTOHbI M NAaHLWETbl COAEPKAT B cebe BNosHe B3POC/bIi
dYHKLMOHaAN, 1 Tenepb OHM MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMKU KOMMNbtoTepamu. OgHaKo,
CPeACTB 3aWmTbl A8 NOA0OHbIX YCTPOMCTB NOKa OYeHb Masno. TeCTUPOBaHME U NMOUCK YA3BUMOCTEN B
HUX NPOUCXOAMT He TaK MHTEHCUBHO, KaK ana MK, To e camoe KacaeTcs U MOBUIbHbIX NPUIOKEHUA.

CoBpemeHHble MObUbHbIE Bpay3epbl yKe NPaKTUYECKU AOTHANN HACTO/IbHbIE AHAIOTU, OA4HAKO
pacwmpeHune GyHKLMOHaNa BeYeT 3a C0H60M 6O/bLIYIO CNOXKHOCTb M MEHbLLYIO 3aLLMLLEHHOCTD.

[laneko He Bce NPON3BOAMUTENN BbIMYCKaOT 06HOBAEHNA, 3aKPbIBAIOLWME KPUTUYECKMNE YA3BUMOCTU A4
CBOMX YCTPOWCTB.

OcHoBHble coBeTbl A1a 6esonacHocT mobuabHoro TenedoHa:

Hwun4yero He ABAsAeTCA NO-HacToAWwemMy 6ecnnaTHbIM. byab ocTOpOXKeH, Begb Koraa Tebe npegnaratoTt
6ecnnaTHbIM KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKMe-To naaTHblE YCAYTH;

[dyman, npexge Yyem otnpasuTtb SMS, poTo nnmn suaeo. Tbl TOYHO 3HaeLb, rae OHM ByayT B KOHEYHOM
utore?

Heobxoanmo 06HOB/ATL ONEPALLMOHHYIO CUCTEMY TBOETro CMapTPOHa;

Mcnonb3yii aHTUBUPYCHbIE NPOrpaMmmbl AN MOBUAbHbIX TenedoHOB;



He 3arpy>+(al71 NpPUNOXKeHNA OT HeEN3BECTHOIo UCTOYHUKaA, BeAb OHU MOTYT CcoAepKaTb BpeJOHOCHOe
nporpammHoe 06ecnquHme;

Mocne Toro Kak Tbl BbliAeLb C caiTa, rae BBOAUA MYHYIO MHGOPMaLMIO, 3aiMamM B HacTPOKKM Bpaysepa
n yganu cookies;

Mepunoamyeckn nposepsii, KakMe NaaTHbIe YCAYTM aKTUBMPOBAHbI Ha TBOEM HOMEPE;
[aBait cBoit Homep MobubHOTO TesiedoHa TONMBKO 0AAM, KOTOPbLIX Tbl 3HAELLb U KOMY A0BepsaeLlb;

Bluetooth gosxkeH 6bITb BbIKAKOYEH, KOTAa Thl UM He No/b3yelwbes. He 3abbiBait HOrga NpoBepATh 3TO.

Online urpbl
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CoBpemeHHbIe OHMAaNH-MIPbI - 3TO KPACOUHble, 3aXBaTbIBaoLWME Pa3BieYeHUs,
06beAUHAIOLME COTHU ThICAY YeN0BEK N0 BCeMy MUPY. MFPOKK McCaeaytoT AaHHbIN MM MUp, obuiatoTcs
APYr C APYrom, BbIMOHAIOT 3a4aHNA, CPAXKatOTCA C MOHCTPAMM M MOYHatoT OMbIT. 33 YA0BO/IbCTBUE OHU
MAaTAT: NOKYNaloT AUCK, ONiavymMBatoT aboHEeMeHT MK NPMobpeTaloT KakmMe-To onuuu.

Bce 3Tv cpeacTBa MAYT Ha NoAAepKaHMe M Pa3BUTUE UMPbl, @ TaKXKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMK, BbIMYCKAOTCA HOBblE NaTym (UMbpoBble 3anaaTku Ana
nporpammy), 3aKpbIBaOTCA YA3BMMOCTU CepBepoB.

B NoA06HbIX Urpax CTOUT ONacaTbCA HE CTO/IbKO CBOMX CONEPHUKOB, CKONbKO KPaskM TBOEro napos, Ha
KOTOPOM OCHOBaHa cUCTeMa aBTopm3aumm 6o/bLINHCTBA UTP.

OcHoBHble coBeTbl N0 6e30NacHOCTM TBOEro NUTPOBOro aKKayHTa:

1. Ecam apyroit urpok Beget ceba naoxo uam cosgaet Tebe HeNPUATHOCTM, 3aBNOKNPYI ero B CNucke
UrPOKOB;

2. I'Iomanyﬁcn AOMUNHUCTPATOPAM UTPbl Ha NJI0OX0€E noBeaeHMe 3TOro NrpoKa, XenateZibHO NPUIoKNUTb
KaKne-To JO0Ka3aTesibCTBa B BUAE CKPUHOB,

3. He yKasbiBait An4Hyto MHPopmauymio B npodaiine urpbl;
4. YBaKall 4pyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBal HeopuumManabHble NAaTYM U MOAbI;

6. Micnonb3yi CNOXKHbIE U PasHble NAPOAW;

7. Naxke Bo BpemA Urpbl He CTOUT OTK/IKOYATb aHTUBUPYC. Moka Tbl nrpaeLlb, TBOWM KOMNbOTEP MOTYT
3apa3nTb.

PUWKHT nn Kpaxa JIMYHbIX OaHHbIX



\
I T [ I 2= OBObIMHOM KparKen AeHer N AOKYMEHTOB CEeroAHaA yXKe HUKOro He yAMBULLb, HO C
pPa3BUTUEM UHTEPHET-TEXHONOT UM 3/1I0YMbILLIEHHUKN NEPEMECTUINCL B MHTEPHET, M NPOAO/IKAOT
3aHUMaTbCA "NtobumbIM" genom.

TaK nosiBUAacb HOBas yrpo3a: MHTEPHET-MOLIEHHUYECTBA UM GULLNHT, FNaBHas Lesib KOTOPOro COCTOUT
B NOJIy4YEHUM KOHPUAEHLMANBHBIX AAHHbIX NO/L30BATENEN - NOTMHOB W Naponei. Ha aHrnMiCcCKom sA3bike
phishing unTtaetcsa Kak domwumHr (ot fishing - pbibHas nosns, password - napons).

OcHoBHble coBeTbl N0 bopbbe ¢ PUWNHIOM:

1. Cnegm 3a cBOMM aKKayHTOM. Ecam Tbl nofo3peBaellb, YTO TBOA aHKeTa bbina B3fIOMaHa, TO
HeobxoaMMmo 3a6/10KMPOBaTb €€ U COOBLLNTL aAMUHUCTPATOPAM pecypca 06 3TOM KaKk MOXKHO CKOpee;

2. Ucnonb3yit 6e3onacHble BeH-caiTbl, B TOM YUC/IE, MHTEPHET-MarasnHOB 1 MOUCKOBbIX CUCTEM;

3. cnonb3yit CNOXKHbIE N pa3Hble Naposin. Takum 0b6pasom, eciv Teba B310MatOT, TO 3/10YMbILLAEHHUKM
MoAy4YaT AOCTyN TONbKO K 04HOMY TBOEMY NPOdUI0 B CETH, @ HE KO BCEM;

4. Ecnn Tebs B31OMaAn, To HEOb6XoAMMO npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBneHbl Y
TebA B ApYy3bAX, 0 TOM, YTO TeDOA B3/IOMaNN U, BOSMOMKHO, OT TBOEro MMeHM ByaeT paccbiiaTbCa cnam u
CCbI/IKM Ha GULINHIOBbIE CalTbl;

5. YcTaHOBM HageKHbI naponb (PIN) Ha MobUNbHBIN Tenedon;
6. OTK/IIOYM COXpaHeHWE Naposia B bpay3epe;

7. He oTKpbiBaii Gpaiinbl U gpyrue BAOXKEHUA B MUCbMaX, AAXKE €C/IM OHM NPULLAKN OT TBOMX APY3eN.
Jlydlwe yTO4YHU Yy HUX, OTNPABAAAN It OHM Tebe 3Tn dainbl.

Undposan penytaums

Lndposas penyTaums - 3T0 HeraTUBHaA UAU NO3UTUBHAA MHPOPMaLUA B
cetn o Tebe. KomnpomeTtupyowas MHGOPMaLUA, pasMeLLeHHasa B MHTEPHETE, MOMET Cepbe3HbIM
06pa3oM 0TPa3nTLCA Ha TBOEM peanbHOM Ku3HK. "Lindposasn penyTtauma" - 3To TBOM UMUAK, KOTOPbIN
dopmmpyeTca U3 MHbopmaumumn o Tebe B UHTEPHETE.

TBOE MeCTO KUTeNbCTBa, y‘-IE6bI, TBOE d)VIHaHCOBOG nonoxeHue, ocobeHHOCTH XapaKTepa N pacCKkasbl O
61M3KMX - BCE 3TO HAKan/IMBaeTca B CETW.

MHorne noApOCTKN NErKOMbICNIEHHO OTHOCATCA K Ny6AMKaUMmM ANYHOW MHbOPMaLUKN B UHTepHeTe, He
NMOHMMas BO3MOMKHbIX MOCeAcTBMI. Thl AaKe He CMOXKELb A0rafaThCA 0 TOM, YTo ¢poTorpadus,
pasmelleHHas 5 feT Hasag, cTana NPMYMHON OTKasa NPUHATL TebA Ha pabory.

KommeHTapuu, pasmeleHne TBonx potorpaduii n apyrue AencTBUA MOTYT HE MCUE3HYTb Jarke nocne
TOrO, KaK Tbl UX yA4anuLWb. Tbl HE 3HaELLb, KTO COXPaHWUA 3Ty MHGOPMALMIO, MOMNana M OHa B MOMCKOBbIE
CUCTEMbI M COXPaHWAACh /I OHa, A IIaBHOE: YTO NOAYMAtOT 0 Tebe OKpy:KaloLwue oau, KoTopble



HaNAyYT U yBMAAT 3T0. HatTn nHdopmMaumnto MHOro N1eT CNYCTA CMOXKET NtoboM - Kak 13 Aobpbix
Noby»KAEHWI, TaK U C HAMEPEHMEM NPUYNHUTL Bpea. ITO MOXKET BbITb KTO yrogHo.

OCHOBHble COBeTbI NO 3aWuTe LMPPOoBOIN penyTaumm:
1. Moagymai, npexae Yyem 4To-To Ny6AMKOBATb M NepeaasaTtb y ceba B 6,10re nan B COLMANbHOM CETY;

2. B HacTpoliKkax npodunan ycTaHOBU OrpaHMUYEHMA Ha NPOCMOTP TBOero npoduas 1 ero cCoaepKMmoro,
cAaenan ero TonbKo "ana gpysein”;

3. He pa3meLlalt 1 He yKasbliBait MHPOPMALMIO, KOTOPAA MOXKET KOro-1mbo ockopbasaTb UM obukatb.

ABTOpCKOE NpaBo

CoBpemeHHbIe WKObHUKM - aKTUBHbIE N0/1b30BaTeNn LMdPOBOro

npocTpaHcTea. OAHAKO AafeKo He BCe 3HAIOT, YTO N0/1Ib30BAHWME MHOTMMM BO3MOXKHOCTAMM LMGPOBOTo
Mupa TpebyeT cobNloAeHNA NPaB Ha UHTEIEKTYaIbHYO COBCTBEHHOCTD.

TepmnH "VIHTeI'IJ'IEKTyaJ'IbHa‘r'l CO6CTBEHHOCTL" OTHOCKTCA K Pa3/IM4HbIM TBOPEHUNAM HE/T0BEYECKOTO YMa,
Ha4YMNHaA C HOBbIX M3O6peTEHVII7I M 3HAKOB, O603HaqalOI.I.I,MX COBCTBEHHOCTb Ha NPOAYKTbI U yCnyrn, n
3aKaH4Y1BaA KHUramm, d)omrpad)vmmm, KMHOd)VIJ'IbMaMM N MY3blKa/ZlbHbIMU NMpon3BeaeHNAMMN.

ABTOpPCKME NpaBa - 3TO NPaBa Ha MHTENNEKTya IbHYI0 COB6CTBEHHOCTb Ha NMPOM3BEAEHUA HaYKN,
NiMTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYMatoT B KaYecTse rapaHTUmM TOro, 4To

WHTENNeKTYa AbHbI/TBOPYECKUI Tpya aBTopa He byaeT HanpacHbIM, AacT eMy cnpaBeanmBble
BO3MOHOCTU 3apaboTaTtb Ha pe3y/bTaTax CBOEro TpyAa, Noay4ymTb M3BECTHOCTb M NMPU3HaHUe. HUKTo
6e3 pa3pelleHMa aBTOpa HEe MOKEeT BOCMPOU3BOANTb ro NponsseieHme, pacnpocTpaHATb, Ny6aAndYHO
AEMOHCTPUPOBaTh, NPOAaBaTh, UMNOPTMPOBATb, MYyCKaTb B NPOKAT, Ny6ANYHO UCNOAHATb,
MOKasblBaTb/UCMNONHATL B 3¢Upe nam pasmeLlatb B MHTepHeTe.

Mcnonb3oBaHuWe "nupatckoro” nporpaMmmHoro obecnevyeHns MoxKeT NPUBECTU K MHOTUM PUCKaM: OT
noTepu AaHHbIX K TBOMM aKKayHTaM A0 6J0KMPOBKM TBOEro YCTPOWCTBA, FAe YCTaHOB/IEHA HeslerasibHas
nporpamma. He cToUT TaK:Ke 3abbIBaTb, YTO CYLLLECTBYIOT SierasibHble U becnnaTHbie NPOrpammbl,
KOTOpPbl€ MOXHO HalTK B ceTwn.

NHdopmMauma o MeponpuaTmsax, MPoeKTax U Nporpammax,
HanpaBe/IeHHbIX Ha NOBbIWeHNe NHGOPMALMOHHOM rPaMOTHOCTM 0byYatoWwmMxcs
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CeTEBM‘-IOK.QQ - TBOW FNaBHbIN COBETYMK B CETH. 34ecb Tbl MOXKelb Y3HaTb O 6e30nacHOCTU B ceTh
NMOHATHbIM U AOCTYNHbIM A3bIKOM, @ NPN BOSHUKHOBEHUUN KpMTVILIeCKOﬁ CUTyauumn O6paTMTbCF| 3a
COBETOM. A TaKXKe NMPUHATDb y4aCTe B KOHKYPCax U CTaTb CaMbiM LI,Md)pOBbIM I'pa)K,D,aHVIHOM!

OOHA PABUTUA UHTEPHET
K[ - ®oHA pa3BUTUA UHTEPHET NpeacTaBAseT CBOU rNaBHble NMPOEKTbI,

NOCBALWEHHbIE BOMPOCAM COUMann3aunm getel n NoApoCcTKOB B pa3BuBatoLeMcs UHGOPMaLMOHHOM
obuwecTtBe, a Takke npobiemam nx 6€30NacHOCTU B COBPEMEHHOM MHPOKOMMYHUKALMOHHOW cpeae.

Google Liewip Geaonsckocmm

P e T -

https://www.google.ru/safetycenter/families/start/ - CnpaBo4YHuK no geTckoi 6esonacHocTH B
NHTepHeTe MpoekT Google. Kak obecneunTsb 6esonacHocTb AeTelt B IHTepHeTe

http://www.saferunet.ru/ - LleHTp BesonacHoro MHTepHeTa B PoccuK, noceaweH npobaeme
6e30nacHOM, KOPPEKTHOM N KOMPOPTHOM paboTbl B IHTEpHETe. A KOHKpPeTHee — 3aHUMaeTca MHTepHeT-
yrpo3amm v 3pPeKTUBHLIM NPOTUBOLENCTBMEM UM B OTHOLLIEHUWN MOb30BATENEN.
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J TAHMA TTIOMOLLUA

(((1 :))) new oHnanH
8 800 25 000 15

besonacHsnd mreprer — aeram!
http://detionline.com/ - et Poccumn OHnaiiH -6ecnnaTHaa Bcepoccuiickan cayxba tenedpoHHoro u

OH/IaMH KOHCYNbTUPOBAHMWA ANA AETel U B3pOC/bIX No Npobaemam 6€30MacHOro MCnosib30BaHuA
MHTepHeTa N MOBMAbHOM CBA3MW.

(EXCE M ECANH 1 UPACY B HAAROARROE e Ll 12 e m)

https://murzilka.org/izba-chitalnya/archive/2012/vypusk-
3/bezopasnyjj-internet/ - OdunumanbHbIi caiT XypHana «Mypsunka» - pybpuka «LLkona
besonacHoCTU».
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e G B http://nepcoHanbHbleaHHbIe.1eTU MOMOraeT NOHATL MOCNeACTBHUS,
KOTOpble MHGOPMALMOHHbIE TEXHONOMMU MOTYT OKa3aTb Ha IMYHYIO KM3Hb, U NpeJocTaBnaeT
MHCTPYMEHTbI 1 MHPOPMaLMIO, HeOBXOAMMbIE A8 MPUHATUA PeLleHNI B BONPOCaX BUPTYaNbHOM XU3HM
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